Lawyer ethics for
the 21st century

Due to dramatic enhancements in technology and its effect on the legal
profession, new efforts are underway to modernize the ethical standards

to which lawyers are held.

The technology explosion of the last
decade has dramatically impacted the way
lawyers practice. From lawyers sitting at
their desks scratching on a legal pad, we
have moved to lawyers now seen facing
away from their desks, tapping on a key-
board while looking at a monitor and
moving a mouse. Or maybe they are using
touch-screen technology and voice-recog-
nition software and the documents they
create are stored “in the cloud.”

The impact of technology is inescapable.
It is generally accepted that lawyers’ stan-
dard of care now includes a working
knowledge of the technology available to
them and their clients. Most documents
now are probably in the form of electroni-
cally stored information (ESI) and, rather
than being accessed in filing cabinets and
storage boxes, are located on servers, desk-
top and laptop computers, smartphones,
tablet computers and storage devices such
as flash drives.

New technology has had one of its most
significant impacts on litigation discov-
ery. The production of documents may
now involve thousands of pieces of elec-
tronic information in formats and storage
devices that did not exist just five years
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ago. Discoverable emails alone may num-
ber in four or five figures. The lawyers’
burden of client confidentiality and
preservation of the attorney-client privi-
lege becomes a much more significant is-
sue in modern-day discovery, leading to
the greater recognition of the concept of
“inadvertent disclosure” of confidential or
privileged information.

In 2009, the American Bar Association
sought to address these issues by appoint-
ment of the ABA Ethics 20/20 Commis-
sion, charged with examining the impact
of technology and globalization on the le-
gal practice and to specifically review the
adequacy of the then-current ethics rules
to guide lawyers in their competent and
ethical practice. The commission first de-
termined several issues to be addressed and
appointed a number of working groups to
assist the commission members in their ef-
forts. Through public forums and other
outreach the commission sought to gain a
broad review of the issues.

In 2012, the commission completed its
initial efforts and made recommendations
to the ABA House of Delegates for modi-
fication of the ABA Model Rules of Pro-
fessional Conduct to bring those rules
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into the 21st century. The commission
also realized that the technology explosion
is a dynamic force and presents a moving
target in which to attempt to regulate.
The commission’s first recommendations
were presented to the ABA House of Del-
egates in August for approval and adop-
tion into the Model Rules. On Aug. 6,
2012, the House of Delegates adopted all
of the commission’s recommendations
with only minor amendment.

The Model Rule amendments address
four issues closely related to technology
and the related impact it has had on the
globalization of our practice, both domes-
tically and internationally. The four areas
addressed by the rule changes are:

¢ Technology and client confi-
dentiality;
¢ Technology and client develop-
ment;
* Lawyer mobility; and
* OQutsourcing of legal functions.
Several model rules and comments im-
pacted by these issues have been amended

to provide guidance to lawyers in dealing
with technology.
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Technology and client
confidentiality

All of the technology advances described
previously, in hardware and software, have
raised new problems for lawyers in the
preservation of client confidential infor-
mation and heightened the potential for
its inadvertent disclosure, all to possible
detriment to the client and exposure of
the lawyer to liability or disciplinary sanc-
tions. A number of rules and comments
have been added or modified to address

this issue.

The definition of “writing” or “written” in
Rule 1.0 (Terminology) has been modi-
fied to specifically include electronic com-
munications. A comment to the defini-
tion of “screening” now makes clear that
screening includes isolation from informa-
tion in electronic form. A comment to
Rule 1.4 (Communication) that required
lawyers to return phone calls now compels
them “to respond to or acknowledge
client communications.”

More significant changes have been made
to Rule 1.6 (Client Confidentiality). A new
Section 6(c) requires lawyers to make rea-
sonable efforts to “prevent inadvertent or
unauthorized disclosure of, or unauthorized
access to information” subject to the rule.

Lawyer competency and the obligation of
lawyers to understand the available tech-
nology has been affirmed with language
added to Rule 1.1 (Competency), to make
clear that a lawyer’s obligation to maintain
a level of requisite knowledge and skill in-
cludes a basic understanding of the bene-
fits and risks associated with relevant tech-
nology. Related language has been added
to Comment [16] to Rule 1.6 to again re-
late the lawyer’s confidentiality obligation
to the lawyer’s basic duty of competence.
Other comments to Rule 1.6 have been
modified by the addition of language to
provide specificity and guidance to
lawyers in fulfilling their added responsi-
bilities arising from technology factors.

Finally, Rule 4.4 (Respect for Rights of
Third Persons) has undergone substantial
revision to include ESI within the scope
of protected information in addressing a
lawyer’s obligations with respect to receipt
of inadvertently sent documents. Com-
ment [2] is amended to define “inadver-
tently sent” to include information acci-
dentally transmitted, such as when an
email is misaddressed or a document or

ESI is accidentally included with informa-
tion intentionally transmitted. The com-
ment also addresses embedded data, gen-
erally characterized as metadata, and
indicates that obligations under Rule 4.4
arise only if the receiving lawyer knows or
should have known that the metadata was
inadvertently sent to the receiving lawyer.
This treatment of metadata is consistent
with ABA Formal Opinion 06-442, even
though a number of other jurisdictions
have issued opinions to the contrary as to
a lawyer’s obligations with respect to ac-
cess or use of an adversary’s metadata.

Technology and client
development

Before the advent of the Internet and re-
lated electronic tools, most lawyer efforts
in client development were conducted
through television, direct mailings and
print media (phone directories, etc.).
Now, lawyers and law firms communicate
their messages to prospective clients
through websites, blogs, social and busi-
ness networks, pay-per-click advertise-
ments and online videos. The former
ethics rules addressing client development
were clearly inadequate to provide guid-
ance to lawyers in the electronic age.

For example, former Model Rule 1.18
(Duties to Prospective Client) assumed
lawyer interaction with prospective
clients in a face-to-face or telephone set-
ting. The new amendments to Rule 1.18
and its comments have changed the for-
mer references from “interviews,” “dis-
cussing” and “discussions,” to “consulting
and “consultations” to recognize that
those communications may well be over
Internet formats such as those referred to
above, which may just as likely give rise
to prospective client obligations under
the rule. A new provision in a comment
recognizes the practice of contacting
lawyers to disqualify them from repre-
senting an opposing party (taint shop-
ping). Such actions create no lawyer du-
ties under the rule.

The rules directly addressing lawyer ad-
vertising, former Model Rules 7.1 (Com-
munications Concerning a Lawyer’s Serv-
ices), 7.2 (Advertising), and 7.3 (Direct
Contact with Prospective Clients), have
undergone substantial revision to recog-
nize the new means by which lawyers may
ethically solicit legal work. Former refer-
ences to “prospective clients” have been
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changed to the “public” to broaden the
applicability of the rules in recognition of
the broader reach of electronic communi-
cations. The title of Rule 7.3 has been
changed to “Solicitation of Clients” from
the former title referred to above.

Comments to Rule 7.2 have added ref-
erences to the Internet and other elec-
tronic forms of lawyer advertising,
adding email addresses and website in-
formation to the permitted forms of
public dissemination of information
concerning lawyers” practices. Comment
[3] addresses pay-per-click advertising
to make clear that they are permissible
so long as the advertisements do not
recommend a lawyer and are otherwise
consistent with Rules 1.5(e) (division of
fees) and 5.4 (Professional Independ-
ence of the Lawyer). Such advertisers
are included in a category identified as
lead generators. Comment [5] prohibits
payment by a lawyer to a lead generator
that states or implies that the lead gen-
erator is recommending the lawyer or
that the lead generator has analyzed a
person’s legal problems when determin-
ing which lawyer should receive the re-
ferral. The comment refines the defini-
tion of “recommendation” to be “any
communication that endorses or
vouches for a lawyer’s credentials, abili-
ties, competence, character or other
professional qualities.”

A new comment to Rule 7.3 defines a
“solicitation” as a “targeted communica-
tion initiated by the lawyer that is di-
rected to a specific person and that offers
to provide, or can be reasonably under-
stood as offering to provide, legal serv-
ices.” Communications directed to the
general public (billboard, website, televi-
sion commercial) or responses to requests
for information (for example, as when re-
sponding to an Internet search) and ad-
vertisements that are not directed to spe-
cific people are not solicitations.

Lawyer mobility

The days are long gone when lawyers were
expected to spend their entire careers in a
single firm or single location. It is now
commonplace and an accepted reality for
lawyers to relocate to another firm or to a
different jurisdiction. The ABA House of
Delegates has recognized the need for
lawyer regulation to take account of this
new mobility.
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Accordingly, the ABA has adopted a new
stand-alone Model Rule on Practice Pend-
ing Admission that would permit a lawyer
who has been engaged in the active prac-
tice of law for three of the last five years to
establish systematic and continuous pres-
ence in a new jurisdiction while diligently
pursuing admission in the new jurisdic-
tion through means permitted in the new
jurisdiction (such as admission by motion
or passage of a bar examination).

The existing ABA Model Rule on Admis-
sion by Motion, which was adopted in
some form or another in all but 11 juris-
dictions, has been amended to reduce the
“time in practice” eligibility requirement
from five of seven years to three of five
years. The amendment recognizes that the
most likely lawyers to relocate are
younget, less senior lawyers, who will ben-
efit from the reduction.

An almost universal problem when lawyers
move from one firm to another is identify-
ing potential conflicts of interest. The firm
to which the lateral lawyer is moving wants
assurance that acceptance of the new
lawyer will not cause the firm to be dis-
qualified from representation of current
clients because of a potential conflict of in-
terest that the lateral lawyer would bring
with him or her to the new firm. Conse-
quently, the new firm must know sufficient
information about what client matters the
moving lawyer has been working on and
any conflicts of interest. Model Rule 1.6
(Confidentiality of Information) would
prohibit the incoming lawyer from disclos-
ing much information regarding client rep-
resentation, without consent of the applica-
ble clients, which would be unworkable in
most lateral situations. This problem was
recognized by ABA Formal Opinion 09-
455, which permitted lawyers to disclose
specific categories of client information to
the new firm to ensure that conflicts of in-
terest are detected before the lawyer is
hired. The ABA House of Delegates
adopted an amendment to Model Rule 1.6
by addition of a new paragraph 1.6(b)(7),
which essentially codifies Opinion 09-455.
However, disclosures under the new provi-
sion are not permitted if they could com-
promise the attorney-client privilege or oth-
erwise prejudice a client. An amendment
was adopted to a comment to Rule 1.17
(Sale of Law Practice) to refer to the new
paragraph in Model Rule 1.6 that addresses
a change in ownership of a legal practice.
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Outsourcing

Lawyers and law firms are increasingly
outsourcing legal and law-related work.
Outsourcing has been made possible and
practical by all of the technology discussed
above. Legal process organizations are a
major business in India, expected to gen-
erate a billion dollars in revenue by 2014.!
The momentum for outsourcing was ini-
tially supplied by clients, who saw oppor-
tunities to cut legal costs for such things
as document review.

The ethical issues arising in the outsourc-
ing arena are competency, client confiden-
tiality, potential conflicts of interest, rea-
sonableness of fees and, obviously, the
unauthorized practice of law. ABA Formal
Opinion 08-451, addresses all of these is-
sues in detail. The ABA House of Dele-
gates adopted amendments to comments
to several model rules, essentially codify-
ing the guidance and protections offered
under the opinion. New Comments to
Rule 1.1 (Competence) list the factors
that lawyers must consider when retaining
lawyers outside the firm to meet their own
obligation of competency. The comment
also requires, in most situations, that
lawyers obtain their clients’ consent before
entering an outsourcing arrangement re-
taining outside lawyers.

Because most outsourcing arrangements
treat the outside service providers as non-
lawyers to avoid unauthorized practice is-
sues, the title of Model Rules 5.3 was
changed from “Responsibilities Regarding
Nonlawyer Assistants” to “Responsibilities
Regarding Nonlawyer Assistance.” Com-
ments to the rule were adopted to provide
guidance and boundaries in the engage-
ment of nonlawyer outsourced services.
Comment [1] to Model Rule 5.5 (Unau-
thorized Practice of Law: Multijurisdic-
tional Practice) was also amended to as-
sure that lawyers cannot engage in
outsourcing that would comprise the
unauthorized practice of law.

The commission’s work

Although the bulk of the commission’s
recommendations were made and acted
on by the House of Delegates last August,
the commission has issued an additional
report and recommendation to be taken
up by the House of Delegates at its mid-
year meeting in February 2013. This rec-
ommendation proposes to modify Rule
1.7 (Contflicts of Interest) to permit
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lawyers and clients in limited circum-
stances to agree on what jurisdiction’s
ethics rules will govern their relationship.

The commission also filed reports with
the House of Delegates on the issues of al-
ternative litigation finance and the publi-
cation of ratings and rankings of law
schools, law firms and lawyers. The com-
mission had examined each area in detail
and concluded that no action on its part
was warranted at this time. However, it is
likely that the commission may make ad-
ditional recommendations in other areas
before completing its work.

Impact for Ohio

The amendments to the Model Rules and
comments will not be in effect in Ohio
unless, and until, the Supreme Court of
Ohio undertakes an effort to review them
and approve their inclusion in the Ohio
Rules of Professional Conduct.

The current Ohio rules were adopted by
the Supreme Court in February 2007. It is
entirely likely that, after five years in ef-
fect, the Court would undertake a review
of the rules adopted by the court and, at
that time, undertake a concurrent review
of the 2012 amendments to the Model
Rules to consider their adoption into the
Ohio rules. m
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Endnote

U New York Times, Aug. 4, 2010.
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